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Bl FIEDRA T, B L/ £IEEDERE) PEENTLIARELH S Z
EDHIB LT, —BDEBEICOVWTIE, HEREES EERMOET — 222 ENTH
“AlBEMEN DB Z L HHIARL 7=,

SEDOTILT T FITN— b F =X NLRT T OBFREIZHE L THENT S
NTHDTEBRL BFHANT VAT LANDT 72 RIFERINGE o7& LTWD,

H 8 Partners HealthCare: Partners HealthCare notifies 2,600 patients  of
potential privacy issue, February 5, 2018
(https://www.massgeneral.org/news/press-release/partners-

healthcare-notifies-2600-patients-of-potential-privacy-issue)

(=614 NBBER, 74 v TREA—VIEREAT 24 27> K]
2019 £ 5 A 13 H, #LIVREBEERIZ. FLIVMNIHERTHKE LT —X

SEICEAT2BMET -7l zanFklic, FLIOVREERRE I Y X—T7 74
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XX )TAFTAR ATV MRS F—LICKZE, FA 6 H, REER
BHROBENKE LI LAHRLIE LTV,

FL IR DOBETLICHKEINTT T4 vV TREX — L UEBE N
WL, BREROVABICELE LI EDR ATy hOHIKEL T2 WS, f&
BRICIA S N/IcBF X —LICiE, BFEOFRENKEBEER (PHD AEaEnTsY. K
%, £FRA. EBFHLTES. 2. BEAES L V02 DMl BESEMAICIRES
NIBEWRAEBENTWRIBEEMEDH D & L TWL 5,

B A IV RT LD OBEDENEBRNMERSI NI  NETICFIBESN/LY L
TEWHBRIIEZEINTULWADN 2T 0D AFOE=ZEINRESREEBRICT
72 RAAREBRREICH > T 2 & h o REEERBMIIABENICEAY) >7c& LTV
%o

H 8 : Oregon Health Authority: Oregon Health Authority notifies public  of
data breach at Oregon State Hospital, May 13, 2020

(https://www.oregon.gov/oha/ERD/Pages/OHA-Notify-Public-State-

Hospital-Data-Breach.aspx)

LUFIC, BB DY AN—A Ty B8 (R2) & BRICEITS2H AN

— AT NEF—BERMITE (k3),
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2020 % 7 R

PHI  Compromised in CVS

Pharmacy and Walgreens Break-

CVS EFIL.2020F5 A 27T BHh 5
6 B 8 B IChITEROEHIFEE,
BAIBHRE PHI o—Er kb=

AEDPDNL OO DEHADT 7 XA ZEEB L, P
DRKEDIWFEXKX7>O—FK LT, 77FRAESE
EIRDMAELMK L. BHTEENIAEEDLD B,

ins EEBTEDEREICESL, Walgreens R | BE s nsBHROBEICIE. K&, FA. £EAB.
BbREBEICEEOS Ty b E | BRE LAEBR BLOTIA< )T TTANA
EA= —BENEEND, CVS ERIE, A>T bz
HHS O ARERICEET T 21,289 ADEAICKEE S
ATWBERELTWS,
% B’ https://www.hipaajournal.com/phi-
compromised-in-cvs-pharmacy-and-walgreens-
break-ins/
2020 7 A RYVARZTFHNZ2a =7 YTy | BESEBIN. ABOAEHILZ Y LT 2T %D

Highpoint Foot and Ankle Center

K7y 7D Highpoint Foot and

VE2—Z =Y RTFTLICYVE—-PFPTA VR b=V LT

Ransomware  Attack Impacts | Ankle Center (£, 2020 &5 BIC5 > | ZEAHBAL Az, OV 21— —RBEESHHIAE
25,554 Patients LT THRETEEBRAIBS. | ZEM. 25,554 A\OEBEDRESNTRRIEREZET
TR S M7= mTBelE, 77 ANVDEESNIATRREDH D T & AR, K&,

Efr. £F BB, HEREES. DU BRIER. &
SV Y —ZREN T 7 A LICEEFNT W, FE
ZUF TR TCOBHICIIA—LTBANEIND,
S 085t ¢ https://www.hipaajournal.com/university-
of-utah-reports-phishing-attack-involving-the-phi-
of-up-to-10000-patients/

2020 7 A National ~Cardiovascular Partners | NCP (Z&#IC5 A 19 BICT7 AV~ FOREERERE L

National Cardiovascular Partners | (NCP) I, REEEDEFA—LTH | 7=,

Email Hack Impacts 78K Patients

VEANDT IV REEEDLN
78,070 ADEHET —2IBEINL
AREMEN D D T & EBAL 72,

ABDY A N—tF 1) T A RHICE > THTONEHA
I K. ERTIER
ICRLDZHOMET — 2 20RE
BEHRAEEN TS Z & D HIBE, NCP I,

BEOER, BEINLT—XIC
ATy
PEFEEBLT 27DICREBICEFA—LTOEF
A UTAIIRERBEL TV,

ZB85T . https://healthitsecurity.com/news/

national-cardiovascular-partners-email-hack-

impacts-78k-patients
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2020 5 A

Snake Ransomware hits Europe’s

A-—Oy RNBADOREFRREEE

Fresenius #' Snake Ransamware

A—-A v RRORMKEREEETH Y. COVID-19
DFATICE VEENERICHVBETERE LY —FE

largest private hospital operator | & 2HWEX (T3, ZADEFEBSOANA KX —THDHTLEZTRIF. ZDT
Fresenius during COVID-19 O/ AY =V RTLAICHTE T Y LT T AN~
outbreak TERABIBX, KEOWEEZ |1,
“ As noted by | SN 7 LEZ T AW TeBmADT Y LT 2 TK
MalwareHunterTeam, the ransom | BTidAa <, FtLIETTIC 150 A F LA XIA->T, UL
note named ‘Decrypt-Your-Files.txt’ | BID T Y L7 = 7B ICERK BB L1,
from this week’s attacks, the Snake AF=0 VY LT ITDFARL—K—4H, b+
operators have added text stating | RL —&Z —¢EHRIC, B LIV RTLEBEST S
that they will publish stolen | BIICES(LINTLWAEVLT 7L ZHEH BEEDNT
databases and document if not paid | &% XIbRWE T—XEZBKRT 5 L BBI N
within 48 hours. “
% 8 7T
https://securityaffairs.co/wordpress/102878/cyber-
crime/snake-ransomware-healthcare.html
2020 %7 A AY=FvFMTzYay T4 | 6A10H, AFBLEET. WEENBEEOKE, £

National Cardiovascular Partners

Email Hack Impacts 78K Patients

ICARAEBELLAY T ALRY—FE
ZIEIDDEFLIEREEEZ L TH
D, 2020 6 A6 HICTVY LY

THEOEMICRsT- 8RR LT,

. £FAH. 2. RIER. HRREES. B&
V—MOREBBREEL 7 7AMIT /AL, —
BOT—RDPBENT-Z L &R L 7=,
Netwalker 7 % L7 = 7IC K 2KE T, Lorien
Health Services " BREDTILWAIERT 2 & £F
NIeT —2OY > TUHF v F 4 v RSN,
Lorien Health l&4 >~ F > % FBI IC#R& L. AE
®,

REBUBICREINEBRLE— ML, BFINL
Y RATLIT 47,754 NORESNREBHE,EEN
TWZ xRl TW3,

INoo@AICIE. BEROGEAEERS LK OEANERE
Y —EXpREI N TV S,

WAL 2 —(4, WED 10 B, 2020 £ 6 A 16 HIC
3. EZZI-TRTOBASREESINT,

= e 7T
https://healthitsecurity.com/news/national-
cardiovascular-partners-email-hack-impacts-78k-

patients
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20205 A
Quantum Imaging and Therapeutic
Associates Investigating Possible

Facebook HIPAA Breach

BEOREBELALICY -V ILXAT
AT 3y b7 =0 CEREBGREHA,
BEDT T4/ —& HIPAA ERD

BWDHD,

Quantum |Z Facebook ICEBEAHFEKRL. 774 Ny —
REICOVWTOREZRITR -7 Z L MR L.
[Quantum [FEBEDTFAN —2BETHI L%
KERL, IO DOHEITRCEBLTWB] LERT,
COMBER 7T E2—2U Yy TOERICRES
n, AEPFBINE LD, BRESCYSEEILRE
INTULZARL,
AFAbLDOAL L EGEBRETES L. BHOI X
k AY Facebook ICFR& 7=,
85T ©  https://www.hipaajournal.com/quantum-
imaging-and-therapeutic-associates-investigating-

possible-facebook-hipaa-breach/

2020 %5 A
Mille Lacs Health System Phishing

Attack Impacts 10,600 Patients

Mille Lacs Health System |, 7 «
vy W EZT 10,000 AEEBR
2 BHBROR/A LV OAREN, —#0
TEERITIE, RIER Web ¥4 MCHE
BEDE74 9 v I A—LMHEES

7=,

2019 F 11 B, 74 v ¥ I HEZHER, AT %A,
20198 A 26 HA S 2020F 1 A 7 HOMIC, &

NIZBFA—LRERICLDFRET 7 L AHHER S
WEENT 7R LIRS, R, EA. &
FAH. BEER. HBA. RKER. ARER. F

BB, HEDEADHE FHAREFSH L, £

ni=-

BFAX—NATHT Y ML THRRT— FOPHLH
TSN, €F 2 )T RIEDTHDBINTHRDL KL
SNz,

S BT https://www.hipaajournal.com/mille-lacs-

health-system-phishing-attack-impacts-10600-pati

2020 %5 B
Geisinger Wyoming Valley Medical
Center and District Medical Group

Disclose Data Breaches

TUVFMNTHREERY - X%
BETETIVVFATAHLT I —
T, REIN TV IBREBRO—
MEREINTWSAEMELH D Z &
% 10,190 ADBEHITRE L 7=,

BRLETAVY POBFA-NERF7 74 LD5H
ok Y, &al. BRCHES. BERER. BRER
B EDEEBFRNEENTND Z &R, 7,
BRonBOHZREES LRESNALAREDLH
%, NET V72 R%EBILT BT CIZ/RRT =K
DA Th T, BEDORR. 20202 A4 Bh o
2 A 10 BECOMTEBDBEBFXA—ILTAT Y b
REINFZZEPHBA, TYVFATAALTL—=T
IEEEHF LEMDOF 2 T4 WK EH L7,

S W8It ¢ https://www.hipaajournal.com/geisinger-
wyoming-valley-medical-center-and-district-

medical-group-disclose-data-breaches/
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ERMICAIET 5 SRR PRFERRIE 2020 6 A 9 H.
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A —LEEETEABRED
ZEEROBEISRE | &F

REDW G &2 FEIT 2 0BPEEAN - EFRFHERHRIZ2020F 5 A 25 B, BEANT
A—ILERRENREL., RRZLTFETH > BEZLE 29 ZOEANBERT — 2 25| DREET

BEFBEFHE ICEELTEBESMIC LT,
BENAREE 101 ZOEAN | WHMMIITECEAN - LETIDREE L 20205 A 1 H, BENMRE T 2 AREEDBEABR

BMECEK L7 USB X E Y % #)
- [RB T ILIRE bRk

101 ZBORKRACFH, LAEEODERBFRZLDHL 72 USB 2 AMICHLH L LICiHER L.

MHEORTREMEAFE L TLW AR EBS M LT,

2017 & 3 A, FILASRHHE
BRI D 7 A L 2R

EEAmA 2 ANV AL RITREREL, AEBEARELBEZIToTW I EMHAALT,

2018 £ 10 A. FPedirmEpr
A GrandCrab (2R

EEERS AT LORRKTH D, BF HLTFYRATLDNTANRIZER, BFHALTVRTLD

FALGTRARL D, YRATLT—2hBESnizZebhHY, BFALT AT LHEFED

BHol=V AT LOBEELSXERE, BFHILTURATLAIAZHEE2EELEE & -7,

2019 F 5 B, ZELREERE L
VE—ADRET VLR, E
Fhoim RN~ LT =7

[Emotet] DEBFE (RS

ISR/ AVIERNEE SN X — VDR 7 74 )V AFBME AR LER, 7/ ILRI(C

B L7-Z EHHIBEL 7,

2019 F 5 B, &EHEL
MLy 7 IR

Vil

BEHRR B T R L7 PC TUA VR &M, BFALT VY RT LD/ T ~HREED
HRINIz, WEOWKREZR /D, v b7 — 7 ZEHEG LT,

RN PCAZ > A7 2 TICREEL. MRI 7% EORETHREEEREI & EAMZE Loh, REEME
DH B EFRWBERTH > 72H E=D
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6. SEHOXIR

EEEEICHT LT AN—KREDKRAEY A NN—EF 2T 1 OHER; &
FEDIRRAD O DER

VERINT A'%% L 7= 7 — & TIE (Changes in the Threat Landscape under the Globa
Influence of COVID 19 ;  https://cis.verint.com/resources/changes-in-the-threat-
landscape-under-the-global-influence-of-covid-19/) . S EIC AV FRE IO F T A LR
RAEBKRICLEZRBEICEL THAN-—KBEEMDO—FZUL->THY (K1),
COVID-19 THEANKE FNIEREWVITE, YA N-KBEZINTWLD (F2),

FHOER IR E BEFKBEORILICEL. EREE~OT A N—- A>T bDIR
MITEICBAL (F3), BISBEATIREIX—LEESTT7 4 v v I PEHEIRE W
ST T VY LT TREICKD T 7 AN X T LOBERE T, ZEEEO—EMNME
T2 L0 BRAAREELTWD, BEATIE, ZORIEICELCIAGBAE, NER - 2
A& BEHRME - A —LREELENEZCHLN, WTNIZL THLHEET COVID-
197y ZFAL, TERULOBEZAET TV 20NBRKRTH 2,

CDEHIT, BICHRBEBLRELICHADHDE T, B LOOKEAR E WENRET LK

LTWL 7o, [T 28 HFEHD DAERLIEHAKD 5NTWLD,
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74,732

72,267

1-7 8-14 15-21 22-28 29 March  5-11 12-18 19-25
March ~ March March ~ March -4 April  April April April

M1 :#HBEIOFT7ANREBEBOX -0 7 — T BEHER

Targeted areas during 1 March - 18 April 2020*

Mena
10.4% | Eurasia
. Europe T 4.2%
North America 250
12.5% ‘ . APAC (+ South Asia)
' — 16.7%
! | 4] °
LATAM Africa
2% RS ‘l 0% _].
Targeted areas during January-February 2020*
Mena
7.2% 1 Eurasia
Europe [ 1.3%
North America 19.1%
23.7% ‘ e APAC (+ South Asia)
’ J. ‘ 12.5%
l e |
LATAM Africa

3.3% B l 06% |

* not including worldwide campaigns with no specific target region.

2 FAEIOFTVAILAEENRKETNIETRENVIEE, YAN-—KEZIND
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Targeting healthcare industry: Before the Coronavirus outbreak
4.5%
Targeting healthcare industry: After the Coronavirus outbreak

20.8%

M3 EEERANOYAN—KE 20F7 77 L—7%ICEHUTIEN

REEREICH T A2 A N—KHEDRRLE YA N—tF2 ) T DHEES; &
FEDIRTH 5 DE R

EEYAN—tF21UT (I 2EREARANT 2L, BRIFHR (B COVID-19 %
e T HMAL NIV TORBREY 4 N—E), KeHEER (B RET —XDES1
ICEDLBY 7 h T THEDTRES), A VT Y MER (fl. T—2RBAVWKEEOR
HERCEE~DBH) 1’55, SkIT. BE. BB 12T MIBET3ERE
HEFERICUNEE - 2T L T BRARIRS D EERIG T 7 2 3 » & IR 2 {86 IBisisEi ey
HRIEBEBEOHAA DY LEZEDEAROOND, TDOLET, YA —EF 21U T4
X IE, BARIBIE. U X797, WEFEH - BEIET S, WERERDRXT v 7 TITD
A, KB ERRICH A N—tF 2 U T WEKOIEL BB L DD, WA TZD

DR ZICH L TREEESEFEZASEILEN DY, TOLBHIEIZHEL>TLDS,
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EBRBBE LT M NN—EF 2 ) T A WEKOEKRTH 2 [TRIBE] 1EREIRG(IC
BOTEFDICEBINTELT, WEAIN ST 2 EFEFBICHELPTWLVREAITEWNT
V. ARE 51X COVID-19 MIGDBNINE T NERBTH > 7= 2 L ITE DI,
EEREEBEED IT VTF7>—0oxRMICkY EFHANLTEERERNRY b T7T—2H
AR =2y MIERINTLWERODOZOLL TWEENLZWLA, A N—KE T2y
P =7 RBBLTTHELUSBXEY BREEBEX —D—DA YT F Y ZAFy b7 —
JBELMMFERAPCLHERABFEL, ZDOERICIEEERREOEF 2 T AWK TY

 FHEIS R WA W T WD,
BHELTUIZOMED 1 DICIE Whroxy FT—0 Y XT LEEMBETETL
BWNRRA S Y, EEERICET A2V AN—tF 2 ) T4 FEEEIRA —H -2 L
TWHDTIEFEVWSITHEL DY WEAINREL TEF 21U T AWKETD2HED T
EWVWDERRETH B,

IMDRF (B EEEIH4ME 7 + — 5 L ; International Medical Device Regulators
Forum) TOAA KXY ZDY Y —X & 3FEOERNEANICAIT, BEFEE ILERKSR
A= N—DEEEBTAN—tEF2 )T ICHTI2EHALEZLYBCERLTWD
A, BIGE DRBEIZEDE TERLN,

RE. BEEFBE CRFEERE TR, EERBICBIZM V22— vy bRITTFD
IoRIFERZHI L, ZDEICIF [EEOCER L] & (] Z2HI L TWBHH,

REH W RO ONTARBTIE, EREEET —4%2 777 FicEFonin, 4>~
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R—2v MIEHRTEAWSEDBELRETCETWS,

IHICEHLLDEERZICBWT, Z2BEAxy b7 —21370—XRTHANRN-—KEAXT

ITHEWZ EARHRER > TWB LI, 41 EZ—Fy MIDOHWLWTWARITNIERZ O E W

SRS/ ED -, Firewall ° IDS R ERECEFEDOBE - A X T LIFIZFEAL

BASNTWAEWOLERTH S,
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EEEEICNT 20 A N—REORRE A N—tF 2T OFERE
5B & F 7o 7 E A

BAN—F 2 VT4 ERICBUILIERESREX Y T 1 DERIT ERERIC
b7 — 7 BMAREAAENIROIED O EERESREF VT AIERTHIROIEZ
BOTED ERREEEN LD EICHEEREZR > TLWEWI ENZVER, RO
ZUEXBCELD ST ETADDRODINELN DD, TDEAHD 1 D L THAEATIE
EEINREEZEDHZEN L. LI ETRHAT HHENLFRAN LV EBREADH B &
Bhonsd,

FESLRIICIE. DIBER—AX = —DEADREFHEDFHKA 2008 £ |EEE & iRy
TLATDIVAVKFOWRREIN—TICLDHERD DD, DER—AA—H—13BFE
RIS AR E A DRI T /N4 RTEH, EEIBRIERETIEH 2D, TA VL XA T
—AX—H—DBTRATIIVIEARICT ZEERI/RBEICEN >TLEL L
(Pacemakers and Implantable Cardiac Defibrillators: Software Radio Attacks and
Zero-Power Defenses, https://ieeexplore.ieee.org/document/4531149?arnum

ber=4531149),

BARICEWTH, FBNEBEICET2EREF 1) T DRBEDLEATWS, HIZ
2012 FH 0o 2017 FITHIFTHATENY AY Y EHINS, V7 M7 2 THEES
BOTATIICTIT74v 0T HAF— 2—HPA 4271 —XKiHE, 7Pz

I = v O ERNICEEATLIY 7 b T7EE AV bDA RV B

33



T, T CTICEERRD/ Ny hY v ZFEL TEEZE>TWS
(https://www.fukushimahackathon.jp/event.html ; #k= &% Eyes, JAPAN) , 2
TEBELZBAROF — LI, 2012 F(2> VU 3/ L —Health20 BEE/Ny hY v TT
fiI, 2013 FICIZEBZ L TWD, TD5FOEIC, BEREL T LY 70T
ORCA >, 7AUNDBREEANERTEHONTWS Y 7 M, 3—RA Y /XTEHNT
WBBRNY R T L, £72Y 7 b7 2772 TR < PCRYPEAR Y L loT T
A2, EEER T L TSBREERY—ERICL{EONTWCTHAI7AY I F
—Y (DBULBRS AT L) RAIOEEEEZHRELTWD, LAaLAadb, £1EEE
B A — N — B OEROBEHEDORRICT L T, TOAKERA IV ITHREDR
BOATTDTHY, TOTEEV AT LOBERIIZHELEEHN D,

F7-.2013 F£ D Black Hat USA & W5 /vy H—H > 7 7 L > X (Black Hat USA 2012,
IMPLANTABLE MEDICAL DEVICES: HACKING HUMANS https://www.
blackhat.com/us-13/briefings.html#Jack) ® Barnaby Jack KD F &K Tl £ 15m &
NN O TH OB —AA =D —~DREZREICT 2EBEEORE TH -7, T
NUBNC B RITHAART NA R F 2 ) T A DFRORT, 4 R Y VRV T DESS
MICHERL. ZOMBUEICL > TREZWOBRICHEL TWES7D, BEEEGRA—H
— R FDAICHE X2V T A WKRICEZMITALIFATWS, ERICA—H—I(Z
BERICRON=Y 3 v TEELTWS, (2012 £, McAfee's Barnaby Sees Hacking

Risk for Medical Devices, https://www.youtube.com/watch?v=
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YJ8PZeRwweA, Hacker shows off vulnerabilities of wireless insulin pumps,
https://medcitynews.com/2012/03/hacker-shows-off-vulnerabilities-of-wireless-
insulin-pumps/).

Z0#Hb, EEERRICET2EF 2T 10REIFIHRVWTEY ., X2 U T4 ER
EEEROBECT, EEESREX 1) T 0EEICATZNRZRE LKITTWS, £
DRNTRKE®D Def Con WS HAARED X1 ) TABRENVEXDH 7 7L
v X, Medical Device Village W5 3 a =74 AEFNTWS,

2016 FITIEKEBUIA, TP LI L =T LEFEE (DMCA) ICH L TERRES
EET 10T TANA REBERIMNCT B EHKRLIZET, £F 2 U T A HIREE—EDRH
TCTOEBENLBMRLRBROOND el EREEREF LIV T AIIRERHGE LA
> 7,

R E LT, Bk L 7= Medical Device Village O FfEE I, FDA X, EEEE X —
N—tFxal)T4EMREOHNZRFT, 2019 FHY 7 4L ZTHIZLTRKRF DR
DT, Def Con £ 0# 242 FAX—bPILOLEICHER ZHBIR L /-

(https://wired.jp/2019/09/09/defcon-medical-device-village/)

HBHZZ ST FDADRYANRN—tF 2T 4 Z@RFTbHT LS IZRY STIEMSH

ICHIEFREGOERO—RELTAOHAN—tF 2 U T A HBOREZEML T

W3 (https://www.fda.gov/medical-devices/digital-health/cybersecurity),

BATIZ, 2013FEHA 5 CODE BLUEDAY 7 7L Y REWVWIREEDY A /N—
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X2 VT A BAZEASEENHY. ERICERADEF 2 U T 4 FFIRHK 1000 A
NEF-TWD, FIZ2015F, FA4AYDtEFaUF 475 Y XKD Florian Grunow K
ICEDEREBROEF 2T DEETIE, EREXF2 U T OFEE LT KRALBE
BB~ OWENRETH S & ZFAT 2 8B TR L. EEEEE A —H — DRSS
RDOMeRL2D, FAYTRAEREEREL THRZEDTWD I &FHEKk LT, B
ATHLRAVDES %, MROERKROEF 12U T4 TR M ERTRET 280V
2. ARIEFICHTRER A BRI X —H — IS T 5 h. HDEWVIERET 2 L5 Hd

BEEDDILENDH D EEZ D (https://codeblue.jp/2015/result/#speaker-florian

https://codeblue.jp/2015/en/result/#speaker-florian),

F7-. 2019 FI(TIE SOMPO YRR AV FRASHMIBELEL LTI AT
L D12 MEDIGATE CORPORATION ¢ i L. EEMSBtF 12U T DT -0 ay
THBES N, T2 TIFERIC, MBEORTEE T4 v I &(T) BEEKEIA~DY
E—-rFrHrOLOBRETEETEL T -0 Ya vy T ERMELTE

( https://codeblue.jp/2019/contests/workshop 01/ ) ( https://www.tv-

tokyo.co.jp/news/original/2019/10/30/007065.html),

PELUEINIMETH DD, X2 )T 2322 T4EBALTEF2Y T4 %M
FEEEVBEARAEEA—H—ICHLEN>THE Y AL S DIEFERE == F(FI 5
BOERZRT. EOLIBRMEICHHIETED LS ITHETIENY R > IFOEHEIZBEL

DDOH b, Taed Bugcrowd BWEET BT NI T4 DY R MIIE, BEDEHFER
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FERAONMVRbEINTEY, RICEFIZOFY v I7FREENTE Y. BAREE
Lbie B MHEOREZRMFTZEBEBNICITBHL TWBE I EDNbH B

(https://www.bugcrowd.com/bug-bounty-list/),

L Lan s, ERESFREBFRARICEYBEOLZEICFELRREEZELIES

2, [AIAME] © [Zet] A [HEEHE] LV bEkIh, MBEBROVZATLER

BL T, BEEERIIEF 2 T A /KPR G TlEEWLWELWbNITWS,

LA L. 2020 % 3 A IMDRF (L& B EEERY A N—tF 2V T 1 DRAIRUEEK

BT 204 X IARERIN, HAEICEWTSH 2020 F 5 8 EA£FHEES IMDRF

% 3FRICENGAZREREINI, BERESFEEEE. ~VRT77a(4 % RS
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https://www.aist.go.jp/pdf/aist_j/topics/t02018/t020180720/20180720aist.pdf

TA—NAYAN—F2UT4Fv> T K74 bnyh—, BRER

https://r.nikkei.com/article/DGKKZ053251510S9A211C1EAC000?s=4

BEBRERZHE LI/ —F PCEAMITN—FT 4 RV ZRHEN TR, FrbH il LEFIC
EaitzEREd, BRMAFRHE

https://s.netsecurity.ne.jp/article/2020/01/14/43519.html

EEMEIREX1U T4 & loT fbADE EHIER

https://www.jstage.jst.go.jp/article/safety/54/6/54 430/ pdf/-char/ja

Cybersecurity is something that impacts everyone, especially in the field of health

care. Cybersecurity protects patients personal and health data. Learn more about

cybersecurity measures at the AMA, American Medical Association

https://www.ama-assn.org/topics/cybersecurity

Dicom Systems, Google Cloud Team on Secure Medical Imaging Storage, Karen D.

Schwartz
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https://www.itprotoday.com/cloud-security/dicom-systems-google-cloud-team-

secure-medical-imaging-storage

EREEA RS 2 EFEESFY A N—tF 2 )74, ALVERORIRSH, HREF

https://monoist.atmarkit.co.jp/mn/articles/1912/13/news021.html

Blue Button 2.0 APl Update, Centers for Medicare & Medicaid Services(CMS)

https://bluebutton.cms.gov/blog/bbapi-update.html

CMS Advances Interoperability & Patient Access to Health Data though New
Proposals, Centers for Medicare & Medicaid Services(CMS)

https://www.cms.gov/newsroom/fact-sheets/cms-advances-interoperability-

patient-access-health-data-through-new-proposals

From cyber attack to heart attack: the hidden human impact of hospital hacks,
Anjuli RK Shere (researcher at the University of Oxford) , New Statesman

https://www.newstatesman.com/politics/health/2019/12/cyber-attack-heart-

attack-hidden-human-impact-hospital-

hacks?amp=&utm_medium=social&utm_source=linkedin&utm_campaign=postfity&

utm_content=postfityccefa

A Hacker's Guide to Healthcare: How to Improve Lives with Data, Chaos-West Stage

https://fahrplan.chaos-west.de/36¢3/talk/AQSTLX/
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https://jp.techcrunch.com/2020/01/13/2020-01-10-medical-images-exposed-

pacs/
® Nation-State Attacks: Why Healthcare Must Prepare, Errol Weiss of H-ISAC
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